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NHOOPMAILIMOHHAS ITAMATKA JJIS1 OBYUAIOIINXCA IS PASMEUIEHNA HA
OOUNINAJIBHBIX UHTEPHET- PECYPCAX

C KaXIbIM TOJAOM MOJIOJIC)KU B MHTEPHETE CTAHOBHUTHLCS OOJBIINE, a MIKOIbHUKHU
OJIHM U3 CaMbIX aKTHUBHBIX MOJb30Barenei PyHera. Mexay TeM, MIOMHUMO OTPOMHOTO
KOJIMYECTBa BO3MOXKHOCTEH, WHTEpPHET HECeT M TpoOJieMbl. DTa TNaMsATKa JAOJDKHA
oMo4b Te0e 6e30MacHO HAXOJUTHCS B CETH.

KommnbroTepHbie BUPYCHI

KoMmnbloTepHbIiI BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpaMM,
OTIMYHUTENILHON OCOOCHHOCTBIO KOTOPOM SIBIISIETCSI CIMIOCOOHOCTh K pa3MHOXKeHHuio. B
JIOTIOJTHEHUE K 3TOMY, BUPYChI MOTYT IMOBPEIUTh WIW TMOJHOCTHIO YHHUTOXHUTH BCE
daiinbl M JaHHbBIE, TOAKOHTPOJIbHBIE TOJB30BAaTEN0, OT HMEHH KOTOpOro Obuia
3alylleHa 3apa)K€HHas MpOorpaMMa, a TaKXe IOBPEIUTh WIM [aXe YHHUUYTOXKHUTh
OMEpaAlMOHHYI0 CUCTEMY cO BceMH (aillamMu B 1eNOM. B OOJBIIMHCTBE CllydaeB
PacIpOCTPaHSIOTCA BUPYCHI 4YEPE3 UHTEPHET.

MeToapbl 3aIUTHI OT BPEAOHOCHBIX MPOTPAMM:

1. Vcnonb3yil COBpEeMEHHBIE ONEPALMOHHBIE CHCTEMBI, MMEIOIIUE CEPbE3HBII
YPOBEHb 3aILUTHI OT BPEIOHOCHBIX MTPOTPaMM;

2. TloctossHHO ycTaHaBnuBal mautd (UUGPOBBIE 3aIUIaTKH, KOTOPHIE AaBTO-
MATHYECKH yCTAHABIIMBAIOTCS C 1EIbI0 JOPaOOTKH MPOrpaMMbl) U JPyrHe OOHOBIICHUS
cBOCil omepanmoHHOW cucTeMbl. CkauuBall HMX TOJBKO C OQUIKATIBLHOTO caiTa
pazpaborunka OC. Ecnm cymiecTByeT pekuM aBTOMAaTUYECKOTO OOHOBJICHUS, BKIIIOUU
€ero;

3. Paboraii Ha cBoeM KOMIBIOTEpPE MOJ MpaBaMH MOJb30BaTENs, a HE aJMH-
HUCTpPAaTOpa. ODTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTpaMM HHCTAJUIH-
pOBaThCs HA TBOEM NEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcrionp3ydl aHTHUBUPYCHBIE TMPOTPAMMHBIE TIPOAYKTHI HW3BECTHBIX MPOU3-
BOJIMTEJICH, C aBTOMAaTHYCCKUM OOHOBJICHUEM 0as3;

5. Orpanuub GU3NYECKUN JOCTYN K KOMIBIOTEPY ISl IOCTOPOHHUX JIHII;

6. Mcnonp3yii BHEIIHWE HOCUTENW WH(pOpMAINH, Takue Kak (hiemka, AUCK WIN
daiin U3 HHTEpHETA, TOIHKO U3 MPOBEPEHHBIX HCTOYHUKOB,;



7. He oTkpbIBaii KOMNBIOTEpHBIE (ailiibl, MOJyYeHHBIE W3 HEHAJEKHBIX HC-
TOYHHUKOB. Jlaxke Te (ailsibl, KOTOpbIe MpHCIaN TBOW 3HAKOMBIH. Jlydlie yTouHu y Hero,
OTIIPABJISUI JIU OH TeOE UX.

Ceru WI-FI

Wi-Fi - 310 He BHJ mepenayd JaHHBIX, HE TEXHOJIOTHS, a BCEro JIHIIL OpEHI,
Mmapka. Eme B 1991 rogy Hunepianjckas KoMmmnanus 3apeructpuponana opena "WECA™,
yro o0o3Hayamo cioBocodyeranue “WirelessFideHty", xotopeiii mepeBomMTCS Kak
"GecrpoBOIHAS] TOUHOCTBH".

Jlo Hamiero BpeMeHH jouuia apyras abOpeBuaTypa, KOTopasi sSBISIETCS TaKOH ke
TexHojoruei. Jto abopesmarypa "Wi-Fi". Takoe Ha3BaHHMe OBUIO JaHO C HAMEKOM Ha
CTaHIApT BbICIICH 3ByKOBoW TexHuku Hi-Fi, yto B mepeBoje o3HauyaeT "BbICOKas
TOYHOCTH'".

Jla, OecruaTHBIE MHTEPHET-JOCTYN B Kade, OTENsIX W a’ponoprax SBISETCS
OTJIMYHOM BO3MOKHOCTBIO BbIXOJa B MHTepHET. Ho MHOrue skcmepTsl CUMTAIOT, UTO
obmenoctymubie Wi-Fi cetn He sBistoTcst 0€30MacHBIMHU.

CogeTsl 110 0€30I1MacHOCTH paboThI B 0011Ie10CTyMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBow JuuHy0 HHpopManuo depe3 odmeaoctymHbie Wi-Fi
cetu. Paboras B HUX, JKeJIaTEIbHO HE BBOJUTH MAPOJIUA JOCTYIA, JIOTHHBI U KaKUe- TO
HOMeEpa;

2. Ucrions3yii m OOHOBIISI aHTUBUPYCHBIE TNporpamMmbl W Opanamayep. Tem
caMBbIM ThI 00€30MacHIIIb ce0sl OT 3aKaYKH BUPYyCa HA TBOE YCTPONCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkimoun dyskimro "OOmuit 1octymn K daitiam u
npuntepam". JlanHas ¢yHKUMSA 3aKpblTa IO YMOJYaHHUIO, OJIHAKO HEKOTOpbIE
M0JIb30BATEN aKTUBUPYIOT €€ JUIsl y100CTBA UCIIOJIb30BaHUs B paboTe Uiu yueoe;

4. He ucnons3yit myomuunsiit WI-FI nns nepenaum 1uyHbIX JaHHBIX, HApPUMEP
JUIS BBIXOJIa B COLIMAJIbHBIE CETU WJIM B 3JIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonbko 3amuiieHHoe coeauHenue yepes HTTPS, a ue HTTP, T1.e.
npu Habope BeO-aapeca BBoau uMeHHO "https://*;

6. B moOwibHOM Tenedone otkiaroun QyHkuuto "Tlomkmodyenne xk WIi-Fi aB-
tomatudecku". He momyckaii aBTOMaTH4EeCKOTO TOKITFOUCHUST YCTpoiicTBa kK ceTsim Wi-
Fi 6e3 TBoero cormacwus.

CouunanbHble CETH

CoumanbHble CETH aKTHBHO BXOJAST B HAIly H3Hb, MHOTHE JIIOAM pabOTalOT U
KHUBYT TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MuIUIMAp] YEIOBEK, YTO
SBIIETCS OJIHOM CeAbMOM BCEX JKUTENEH IuIaHeThl. MHOrHWEe TO0Jb30BaTelid HE
NOHMMAIOT, YTO MH(pOpMalKs, pa3MelIeHHass UMU B COL[MAIbHBIX CETSIX, MOXKET OBITh
HalileHa M HUCIOJIb30BaHa KEM YroJHO, B TOM 4YHCIe He o00sA3aTelibHO C OJarumMu
HaMEPEHUSIMH.

OcHOBHBIE COBETHI 10 OE€30MACHOCTH B COLMAIBHBIX CETSIX:

1. Orpannys ciucok apy3eil. Y TeOst B IpYy3bsIX HE JOJDKHO OBITh CIIy4alHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amumiaidl cBOIO YacTHYIO >kKu3Hb. He ykaswiBail maponu, TenedoHsl, aapeca,
JIaTy TBOETO POXKIACHUS W JPYTYIO JIMYHYIO HWHGPOpMAIHO. 3MTOYMBIIUIEHHUKA MOTYT
UCIIOJIb30BATh JJaXke MHPOPMAIUIO O TOM, KaK Thl U TBOU POAUTEINHN IIJIaHU



pyeTe MPOBECTH KAHUKYJIbI;

3. 3ammimai CBOIO PEIMyTaluIo - JIEPKU €€ B YUCTOTE W 3afaBail cebe BOMpOC:
xoTea Obl Thl, 4TOOBI APYTHE IMOJI30BATENM BUJENH, YTO Thl 3arpyxaems? Ilonymaii,
IPEK/IE YeM YTO-TO OMyOIMKOBATh, HAMMKMCATh U 3arPYy3UTh;

4. Ecnu THI TOBOpHUIIL C JIOAbMH, KOTOPBIX HE 3Haellb, HE HCIOJIb3YyH CBOE
peanbHOE UMS U JPYTYIO JUYHYIO0 MHGOPMALUU: UMSI, MECTO JKUTEIhCTBA, MECTO y4eObl
U TIpoyee;

5. N36erait pasmemenust ¢otorpaduii B MHTEpHETE, rae Thl W300pakeH Ha
MECTHOCTH, IO KOTOPOH MOKHO OIPEAEIUTh TBOE MECTOMOJIOKEHHUE;

6. [Ipu peructpanuu B COMMAIBHON CETH HEOOXOIUMO HCIOIB30BATh CIOKHBIC
HapoJu, COCTOALIME U3 OYKB U LIU(P U C KOJIMUECTBOM 3HAKOB HE MEHeEe §;

7. Jlns counanbHOM CeTH, MOYTHl U JAPYTUX CANTOB HEOOXOAMMO HCIIOJIb30BaTh
pasHble maponu. Torna eciau TeOsl B3JIOMAIOT, TO 3JOYMBIIUJICHHUKU IMOJyYaT AOCTYI
TOJIBKO K OZJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE JEHBIH

DNEKTPOHHBIE JEHBI'M - STO OYEHb YMOOHBIN CIOCOO TMJIaTeXei, OJHAKO CY-
HIECTBYIOT MOIIICHHUKH, KOTOPHIE XOTAT MOJYUYUTh 3T JICHBTH.

DONEKTPOHHBIE JIEHbIU TOSBWJINCH COBCEM HENAaBHO M MMEHHO H3-3a 3TOTO BO
MHOTHUX TOCYJJapCcTBaX 0 CHUX MOpP HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHu GyHKIIMOHHPYIOT U O HHX YXe€ MPOIHKCAHO B 3aKOHE, /e UX
pa3leNsioT Ha HECKOJIBKO BUJOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3HuIla B TOM, 4TO
QHOHMMHBIE - 3TO T€, B KOTOPbIX pa3peliaeTcss MPOBOAUTH omnepauuu 0e3
UICHTU(UKAIIMYA TI0Jh30BaTENs,, a B HE AHOHUMHBIX HUIACHTU(UKALUS TMOJIH30BaTESA
ABIIAETCA 00s13aTENbHOM.

Taxxke crmeayeT pa3nuyarh 3JEKTpOHHbIE (HUAaTHBIE NEHbIU (paBHBI TOCyaap-
CTBEHHBIM BAJIFOTaM) M DJIEKTPOHHBIE He(UaTHBIC IEHbIU (HE paBHBI TOCYAapCTBEHHBIM
BaJIIOTaM).

OcHOBHBIE COBETHI 110 6€30TMaCHON paboTe C ANEKTPOHHBIMH JIECHBIAMHU:

1. TlpuBsku K cueTy MOOWIBHBIA TenedoH. DTO camblii YIAOOHBIM M OBICTPHIMA
crnoco0 BOCCTAaHOBUTH J0CTyn K cueTy. [IpuBsizaHHBId TenedoH MOMOXKET, €ciu
3a0yienIb CBOM MIATEKHBINA apOib WIIN 3ali/IeIh Ha CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Vcionw3yit omHopaszoBble maponu. [locie mepexona Ha YCHIEHHYIO aBTO-
puzanuio Tebe yxe He OyJeT yrpoxkaTh OMACHOCTh KPa)KH WM MepexBaTa IIaTeKHOTO
napoJis;

3. Boibepu cnoxubiii maponb. IlpectymHukam Oyaer He NpOCTO Yrajaathb
CIOXHBIA Maposib. HagexxHble maponu - 3TO Mapoyid, KOTOpbIE COJAEp)KaT HE MeHee 8
3HAKOB M BKJIIOYAIOT B CE€OS CTPOUHBIE W TMPOMHUCHBIE OYKBBI, IU(PBI U HECKOJIBKO
CUMBOJIOB, TaKU€ KaK 3HaK jojuiapa, GyHTa, BOCKJIMLATEIbHBIA 3HaK U T.n. Hanmpumep,
$tRONg!;;

4. He BBOM CBOM JINUHBIE JaHHBIE HA caiiTaX, KOTOPHIM HE 1I0BEPSCILIb.

DneKTpoHHas 104Ta

DNEeKTpOHHAs MOYTa - 3TO TEXHOJOTHS U MPEAOCTABISIEMBbIE €0 YCIYTd IO
NEPECBUIKE W TIOJYYEHHUIO DIIEKTPOHHBIX COOOLIEHMM, KOTOpBIE pPaCHpPElENsIIOTCS B
KOMITbIOTEPHOU ceTH. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN AIIKUK BBITIISINAT CIIE



AYIOIMM  00pa3oM: WMs_IOJB30BaTeA(@UMS_JIOMEHA. Takke KpoMe TIepenadyu
IIPOCTOr0 TEKCTAa, UMEETCS BO3MOXHOCTb II€peaaBaTh (ailiibl.

OcHOBHBIE COBETHI MO 0€30MaCHOM paboTe C MEKTPOHHOMN TOUTOM:

1. Hanmo BBIOpaTh MpaBUIIBHBIN MOUYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBIM
BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIIE JIOBEPSITh TEM, KOrO 3Haellb U
KTO TIEPBBIN B PEUTHUHTE;

2. He yka3piBaii B JAW4HOW mouTe JUYHY0 WHpopManuro. Hampumep, myurne
BBIOpaTh "My3bIKaNbHBIN (paHaT@" nim "pok2013" BMecTo "Temal3";

3. Hcnonb3yil ABYXATANHYIO aBTOPU3AIMIO. DTO KOTJa MOMUMO Mapojs HYKHO
BBOJIUTH KOJI, IPUCHIIaeMbIid 10 SMS;

4. Beibepu Cl0KHBINA Maposib. s KaXK10T0 MOYTOBOTO SIIIMKA JOJKEH ObITh CBOM
HAaJIe)KHbIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecam ecth BO3MOKHOCTh HamucaTh CaMOMY CBOM JIMUHBIM BOIIPOC, UCIIOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcmonb3yit HECKOIBKO MOYTOBBIX SIITUKOB. [1epBEIil Al YaCTHOM MEPETTUCKH C
aZpecaramMu, KOTOPbIM Thl JOBEpsiElIb. JTO 3JIEKTPOHHBIN aJpec HE HaJ0 HCIOJb30BaTh
MIPH perucTpanuu Ha popymax u caiTax;

7. He oTkpbiBaii ¢aityibl U Ipyrue BIOKEHUS B MUChMaX, JIa)Xe €CJIM OHU MPHUIILIN
OT TBOMX Jpy3eil. JIyule yTouHu y HUX, OTIPABIISUIN JIH OHU TeOe ATH (ailibl;

8. Ilocne okoH4aHus pabOTHI HA TIOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKIIAJIKH C
caiToMm He 3a0yabp HaXaTh Ha "BeridTu".

KubepOymuHr uim BUPTyalIbHOE U3€BATEIBCTBO

KubepOymnuHr - npecneoBaHue COOOIIEHUSMH, COIEPKAIIUMH OCKOpOJICHUS,
arpeccuio, 3alyrMBaHHE; XYJUTAaHCTBO;, COLMAIbHOE OOWKOTHPOBAHHE C MOMOIIBIO
Pa3IUYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHbIE COBETHI IO 00pHOE ¢ KNOEPOYIITUHTOM:

1. He 6pocaiics B 0oil. Jlyumuii cmoco6: mocoBeTOBaTHCS Kak ce0si BECTH U, €ClIn
HET TOT0, K KOMY MOXHO OOpaTHThCs, TO BHAYajie YCIOKOUTHCS. ECIM Thl Ha4yHEIIb
OTBEUaTh OCKOPOJICHHSMH Ha OCKOPOJIEHUS, TO TOJBKO eme OOJbIle Pa30XkKellb
KOH(JIUKT;

2. YTpaBisiidi CBOEH KHOEppemyTalnei;

3. AHOHMMHOCTb B ceTH MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

4. He crour BecTM XyJMIraHCKMM oO0Opa3 BHUpPTyalbHOM >ku3HU. WHTepHer
¢bukcupyer Bce TBOM ACHCTBUS W CcOXpaHseT uX. YJalnuTh uX Oyner KpaiiHe 3a-
TPYJAHUTEIBHO;

5. ColOmrofiaii CBOKO BUPTYAJbHYIO Y€CTh CMOJIONY;

6. UrHopupy#i equHUYHBIN HeraTuB. OHOPa30BbIE OCKOPOUTEIHHBIE COOOIICHHS
nyyiie urHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HauyaabHOU CTauH;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B
COLMAIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKHMPOBKM OTIPABKH COOOIICHHWHA C ompe-
JIEJIEHHBIX aJJPECOB;

8. Ecnu ThI cBUIeTENb KNOEPOYIIMHTa. TBOM NEHCTBUA: BHICTYIIUTh IPOTHUB



MpeciieoBarelis, MOKa3aThb €My, YTO €ro JEWCTBHUS OIICHUBAIOTCS HETAaTUBHO, MOM-
JEpKaTh KEPTBY, KOTOPOH HY)KHA TICHXOJIOTHYECKAsl MOMOIIb, COOOIIUTH B3POCIBIM O
(dakTe arpecCUBHOrO MOBEACHUS B CETH.

MoOwibHBIN TenedoH

CoBpemenHble cMapT(hOHBI U IUIAHIIETHI COAEPKAT B ceOe BIOJIHE B3POCIBIN
GbyHKIIMOHAN, U Teleph OHU MOTYT KOHKYPHUPOBATh CO CTAlIMOHAPHBIMU KOMIBIOTEPAMHU.
OnHako, CpeJCTB 3aIUTHI 7S MOJ00HBIX YCTPOMCTB MOKa 0OYeHb Majio. TecTupoBaHue U
MOUCK YA3BUMOCTEH B HMX MPOUCXOIUT HE TaK MHTEHCUBHO, Kak s [IK, To xe camoe
KacaeTcsi U MOOWJIBbHBIX MPUIIOKEHUH.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPaKTUYeCKH ITOTHAIM HACTOJIbHBIE
aHaJIOTH, OJHAKO pacliupeHue (PyHKIMOHANa BIEYET 3a COOOM OOMBIIYIO CIOKHOCTh U
MEHBIIYIO 3aIIUIIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTEIM BBITYCKAIOT OOHOBJIEHUS, 3aKpHIBAIOIINE
KPUTHUUYECKHE YSI3BUMOCTH IS CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /IJI 0€30MMaCHOCTH MOOUIILHOTO TeedoHa:

Huuero He sBisieTcst mo-HacrosineMy OecriaTHeIM. bynb ocTopoXkeH, BeAb Koraa
Tebe mpeaIaraloT OecIuIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue- TO IJIaTHBIC
YCIIyTH;

Hymait, mpexxae yem oTnpaBuTh SMS, ¢oto wim Buaeo. Tel TOUHO 3HACIHIB, TJIE
OHM OyIyT B KOHEUHOM UTOTE?

Heo0xo1mMo 0OHOBIISITH ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oOHa;

Hcnons3yit aHTUBUPYCHBIE TTPOTPaMMBI 111 MOOUJIBHBIX TeNle(OHOB;

He 3arpyxaii mpuioXeHHsT OT HEM3BECTHOTO HWCTOYHHMKA, BEIb OHH MOTYT
COJIEpP>KaTh BPEJOHOCHOE MPOrpaMMHOE 00ECTIEUEHUE;

[Tocne Toro Kak ThI BBIMACIIB C caiiTa, TJi€ BBOAWI JIMUYHYIO HH(OpMaiuio, 3aiau
B HACTPOWKH Opay3epa u yaanu COoKies;

[lepuoanuecku mNpoBepsiid, KaKWe IJIATHBIE YCIYTM AKTHBHUPOBAHBI Ha TBOEM
HOMEpE;

JlaBaii cBOIt HOMEp MOOMIIBHOTO Tele(OHA TOIBKO JIFOISIM, KOTOPBIX Thl 3HACIIb
KOMY JOBEpsICIIIb;

Bluetooth momxken ObITH BBIKJIFOUEH, KOT/Ia ThI UM HE MOJIb3yelibes. He 3a0biBait
MHOT/1a IPOBEPSTH ITO.

Online urpsr

CoBpeMeHHbBIC OHJIANWH-UTPHI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE Pa3BICUYCHUS,
00BEIMHSIONTNE COTHU THICSY YEJIOBEK MO BceMy MHpY. Irpoku UcCenyroT JaHHBIN UM
MHUp, OOIIAIOTCS APYr C APYrOM, BBIMOJHSIOT 3aJIaHMsI, CPAXKAIOTCA C MOHCTPAMU H
MOJIy4aloT OMBIT. 3a YyJIOBOJIBCTBHE OHM IUIATAT: TMOKYMAIOT JUCK, OIJIAYMBAIOT
a0OHEMEHT WJIM MPUOOPETAIOT KaKKWe-TO OIIIUH.

Bce ot cpenctBa uAyT Ha MOJJEp)KaHUE W Pa3BUTHE WTPHI, a TAKKe Ha camy
0€301MacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPU3AIIMH, BBIITYCKAIOTCS HOBBIC MATYH
(g poBbIe 3aTUTATKY JIJIs1 IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX UTpax CTOUT OmacaThCsl HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO
Kpa)kel TBOETO MapoJisi, HA KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIMH OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI 0 0€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTA:



1. Eciiu npyroil urpok Beaer ceOs IUIOXO MM CO3JaeT TebOe HEmpHUsITHOCTH,
3a0JI0KUPYH €r0 B CHUCKE UTPOKOB;

2. Tloxanyiics agMUHHCTpATOpaM WIPhl HA IUIOXO€ MOBEIEHUE 3TOTO HIPOKa,
KEJNaTeIbHO MPUIOKUTH KaKHe-TO 1I0Ka3aTelIbCTBA B BUJIE CKPHUHOB;

3. He yka3piBait muunyro uHbopMaImio B mpodaiiie urpsi;

4. YBaxail IpyruxX y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouinaabHble MaTYM U MOJBL;

6. Mcnomnb3yil clioXkHbIE U pa3Hble TapOIIH;

7. Jlaxxe BO BpeMsi UTpPbl HE CTOUT OTKJIHOYATh aHTUBUpPYC. [loka Tl wrpaemis,
TBOUW KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WK Kpaka JIMYHBIX TaHHBIX

OObIYHON Kpaxkel JAeHEr U JOKYMEHTOB CErOJHsS YK€ HUKOI'O HE yJIWBHIIb, HO C
pa3BUTUEM HHTEPHET-TEXHOJIOTMM 3JOYMBIIIJIEHHUKA MEPEMECTUINCh B HHTEPHET, U
IPOJOJKAIOT 3aHUMATHCSA "'MTIOOUMBIM" 1EIOM.

Tak nmosiBUiIach HOBAsl yrpo3a: UHTEPHET-MOLIEHHUYECTBA WU (DUIIMHT, TJIaBHAS
1eJIb KOTOPOTO COCTOUT B IMONYYCHHH KOH(MUICHIIMAIBHBIX JaHHBIX TOJh30BaTeNeh -
JOTUHOB ¥ mapoiiel. Ha anrmuiickoM si3bike phishing untaercs xak ¢ummmar (ot fishing -
pBIOHAS JIOBIISA, PASSWOrd - mapods).

OcHOBHBIE COBETHI 110 60pHOE ¢ HUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii Thl mojo3peBaeliib, YTO TBOSI aHKeTa OblLia
B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKMPOBATh €€ U COOOIIUTh aMUHUCTpPATOpaM pecypca
00 9TOM KaK MO>XHO CKOPEE;

2. Ucnonp3yii Oe3omacHbie BeO-CalTBHl, B TOM YHCIE, WHTEPHET-Mara3uHOB W
MOMCKOBBIX CUCTEM;

3. Hcnonp3yil clOXHBIE W pa3Hble Mapoid. Takum o0pazoMm, eciau Te0s
B3JIOMAIOT, TO 3JI0YMBILIUIEHHUKH TOJy4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY Mpo(uiio B
CETH, a HE KO BCEM;

4. Ecnu Te0Os B3J0OMaH, TO HEOOXOAMMO MpPEeNyNpeauTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIe T0OaBIEHBI Y TeOSI B JIPY3bsX, O TOM, 4TO TeOS B3JIOMald M, BO3MOXKHO, OT
TBOETO UMEHU OyJIeT pacchlIaThCs CIIaM M CChUIKU Ha (PUIIUHTOBBIE CATHI;

5. Ycranosu HanexHbid mapoib (PIN) Ha MOOUIBHBIN TeIe(OH;

6. OTkiIroun coxpaHeHue napoJs B Opaysepe;

7. He oTkpbiBaii ¢aitnibl U Ipyrue BIOKEHUS B MTUChMaX, JIaXe €CJIM OHU MPUIILIN
OT TBOMX Jipy3eil. Jlyule yTouHu y HUX, OTIPABIISUIN JIH OHU TeOe 3TH (ailiibl.

[udposast penyrarus

[MudpoBas pemyranus - 3TO HEraTUBHAsI WK MO3UTHUBHASI MH(POpPMAIUs B CETU O
tebe. Kommpomerupyromass wuHpopmanus, pa3MmelieHHas B HWHTEPHETE, MOXKET
Cepbe3HBIM 00pa30M OTpa3UThCs Ha TBOEH peanbHOM xu3HU. "Lludposas penyrauusa" -
3TO TBOM UMHJIXK, KOTOPBINA hopmupyeTcs u3 uHpopmanuu o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBa, y4ueObl, TBO€ (PMHAHCOBOE MOJOKEHHE, OCOOCHHOCTH
XapakTepa ¥ pacckasbl 0 OJU3KHX - BCE ITO HAKATUINBAETCS B CETH.

MHorue noJipoCcTKH JErKOMBICIEHHO OTHOCATCS K IMTYOJIUKAIIMY JIMYHOU UH



dopmanuu B UHTEpHETE, HE TOHMMAs BOBMOXHBIX IMOCIEACTBHA. ThI Take HE CMOXKEIIb
JoragaThCsi 0 TOM, 4To (pororpadus, pazMelieHHas 5 JIeT Ha3a/l, cTana NPUYMHON OTKa3a
NPUHATH T€Os1 Ha padoTy.

KomMmenTapun, pasmenienue TBoux Qororpaduii u Ipyrue ASUCTBUS MOTYT He
UCYE3HYTh JaKe MOCe TOTO, KaK Thl UX YJAIWIIb. Thl HE 3HAElIb, KTO COXPAaHWI 3Ty
uH(pOpPMaIINIO, MOTaja JIM OHA B MOMCKOBBIE CUCTEMBI U COXpPaHWIIACh JIU OHA, a TIIaBHOE:
4YTO MOAYMAIOT O TeOe OKpYyKalolllue JII0AU, KOTOpble HaayT u yBUAAT 3To. Haiftu
UH(GOPMALIUIO MHOTO JIET CIIyCTS CMOXKET JI000i - KaK U3 H00pbIX MOOYKIECHUH, TaK U C
HaMEPEHHEM NMPUYUHUTD BPeJl. ITO MOXKET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI 110 3aLIUTE HU(PPOBOM penyTalnu:

1. Ilonymaii, npexkae 4yem 4To-To MyOIMKOBATh U MepeaaBaTh y ce0s B Oyiore win
B COITMAJIBHOM CETH;

2. B mHactpoiikax mpoQuIs yCTaHOBH OTpPaHUYEHUS HA TPOCMOTP TBOETO
npoQuIIsl U €r0 COACPKUMOr0, ClIeTal ero ToNIbKO "nist apy3eit”;

3. He pa3memait m He ykas3plBali WH(OpPMAIHIO, KOTOpas MOXET KOT0-THO0
OCKOPOJISATH UM OOMIKATh.

ABTOpPCKOE MPaBo

CoBpeMeHHbBIE MIKOJIBHUKH - aKTUBHBIE MOJI30BATENN IIU(GPOBOrO IPOCTPAHCTBA.
OpnHako Janexko He BCE 3HAIOT, YTO MOJIb30BAaHWE MHOTUMH BO3MOXHOCTSIMHU LIU(DPOBOTO
Mupa TpedyeT COOMI0ACHHS MPaB Ha HHTEIUIEKTYAIbHYI0 COOCTBEHHOCTbD.

TepMuH "WHTEIUIEKTyallbHass COOCTBEHHOCTh"' OTHOCUTCSI K pa3JIMYHBIM TBO-
PEHUSIM YEJIOBEUYECKOr0 ymMa, HauMHasi ¢ HOBBIX M300PETEHUI U 3HAKOB, 0003HAYAIOUINX
COOCTBEHHOCTh Ha MPOAYKTHl M YCIyTH, M 3aKaH4YMBas KHUTaMmH, QoTorpadusmu,
KUHO(QUIBMaMU U MY3bIKAJIbHBIMH POU3BEICHUSMHU.

ABTOpCKME TMpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTH Ha
NPOU3BEACHUST HAyKH, JMTEpaTypbl M HUCKYCCTBAa. ABTOpPCKME IpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO MHTEIJIEKTYyaJIbHBIA/TBOPUECKUIA Tpya aBTOpa He Oyner
HampacHbIM, JaCT €My CIpaBeJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yabTaTaX CBOEIro
TPyZAa, NOJYYUTh U3BECTHOCTh U Mpu3HaHue. Hukro 0e3 paspelieHus aBTopa HE MOKET
BOCIIPOU3BOJUTH €r0 MPOU3BEJCHHE, PACHPOCTPAHATh, MYyOIMYHO JEMOHCTPUPOBATH,
npojaBaTh, HMIIOPTHPOBATh, IyCKaTb B  TpOKaT, NyOJIMYHO  HCIIONHSITH,
MOKa3bIBATh/UCHIONHATH B 3(upe uin pazmeriars B lHTepHeTe.

Hcnonb3oBanue "mUpaTcKoro" MporpaMMHOTO O0ECMEYeHHsS] MOXET MPUBECTH K
MHOTUM pHCKaM: OT MOTEpPU JAaHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKH TBOETO
yCTpOICTBA, I/Ie YCTaHOBJIEHA HeleraiabHas nporpamma. He cTouT takxke 3a0bIBaTh, 4TO
CYILECTBYIOT JIETalIbHbIE U OeCIIaTHbIE TPOTPaMMBbl, KOTOPhIE MOKHO HAUTH B CETH.

O noprane

CereBU4OK.p - TBOM TJIaBHBII COBETUMK B CETH. 3/1€Ch Thl MOXKEUIb y3HATh O
0€30MacCHOCTH B CETH MOHATHBIM M JIOCTYIHBIM SI3bIKOM, a IpPU BO3HUKHOBEHUU
KPUTHYECKOM CHUTyalluH oOOpaTHTbCS 3a COBETOM. A TakKe MNPUHATH Yy4yacTUE B
KOHKYpPCax U CTaTh CaMbIM ITU(GPOBBIM TPaXKTAHHHOM !
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